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] Active Directory Users and Computers - O X
File Action View Defender Help
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3 Active Directory Users and Com|| Name Type Description
’ l?i Sav?: QUE”‘E;b |5 Access Nodes  Organizational...  Default container for De...
h .%EIE Ff:?‘ty‘ : 1= Policies Organizational... Default container for De...
’ = P &7 RADIUS Payl... Organizational.. Default container for De...
> omputers
v B Defe:der IF3] Security Serv... Organizational... Default container for De...
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> (2] RADIUS Payload
> Iﬁ SECUVity Servers Defender - Reto Bachmann - Zurich Properties ? >
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» [2] Domain Controllers Remote control Remaote Desktop Services Profile COM-+
» [ ForeignSecurityPrincipal: General  Address | Account  Profle  Telephones  Organization
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# Configuration

@ Activity . )
® Self-Service Settin... v 4 ;:rgi::if:t'u‘:;uﬁrﬁ:;"ce Authentication requests by DSS, last hour

/~ Helpdesk C Restart Iﬂ
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AWarrlings from Defender Security Servers

A Warning 9/18/2015, 2:57:23 PM
_Tl_l_ E ldap connection 008f0a44 invalid to DIRECT.CORK.LAB. LOCAL
— (closing)
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@)NE IDENTITY Defender Administrator & ONEIDENTITY\administrator v # @

@ Dashboard Helpdesk
# Configuration

@ Activity Search for and select the user for whom you want to diagnose and resolve authentication issues.

W Self-Service Settin.. ‘ Search by user name |
# Helpdesk

£ Management User Det; W Tokens A Authentication Ruutle YTy —— ~ 0 [seamhe p'_- . Fl,
| 2 Defender - Helpdesk. x |03
Full Name Reto Bachmann - Zi
Defender  Administrator & ONEIDENTITY\sdministrator = #
User DN CN=Reto Bachman
SAM Account Name BACHMANR @ Dashboard Helpdesk
User Principal Name BACHMANR@oneide % Configuration
N @ Activity Search for and select the user for whom you want to diagnose and resolve authentication Issues.
Defender 1D <Not Set> (Edit)

% Self-Service Settin

Last Successful Login (Windows) 3/24/2020 2:25:15

Search by user name

Last Failed Login (Windows) 2/3/2020 2:37:44 F & Management & User Details  ® Tokens 8 Authentications

o Defender Security Server Access Node  Defender Security Policy Status  Comment
I(_gs‘étfesnudc:sssfu\ Authentication Never a No policy configured Invalid  User not valid for this route
Violation Count [¢]
Reset Count o]
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AI‘%XI' EEH E —f‘:—¢| 7'" EE‘% %% Enter venficatio... Select a software token

Select the software token you want to register and use. After this token is registered to
YOu, you can use It to authenticate and get access to the resources protected by
Defender within your organization.

‘Contact your system administrator if the required software token is not
listed here.

Soft Token for Android
Authy token

£-mail token

Google Authenticator Install and activ...
GriDsure token

SMS token

Enter verification code

link and code has

An e-mail ining your
been sent to Reto.Bach i ty.lab.

00000 e

@ http://localhost25/ ~ |/ search

To verify your identity, click the link in the e-mail message or enter the provided
verification code in the text box below.

(& Defender x|

& ONEIDENTITY\bachmani Verification code:
760202aabb701737c0f70da2fBadeabs|

Step 1 0f 3

©ONE IDENTITY

Defender
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~ Favortes Inbox Fner v Defender: verification code (Soft Token for Android)

meox noReplyDefender@onedenttylab
. Sorehame Do vrtcston code 5o T o A 22570 Q noReplyDefender @oneidentitylob  aplys v
Register a Request a S et e B L. Y S e i
hardware token software token ~ R Bachrmane - Zurn

Inbox Hetlo Reto Bachemann - Zursch,

E D Sart e 00 the Defender Selt-Seevice Portal

Oreted Bema. Vou must versy your entty wieh Defender
(Cick the Kk below and Tollow The provided nstn

ANermasteply, manuatly enter the S9IIWIng verification code oo the Defender
Self-Servce fortat
OV 1CONTOda 218206908

1 you have nat recently requested 3 software token, contact your system
admristrator
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Select a softwar.

Enter verificatio.

> Install and activ...

Install and activate token
toked
Dow

Activation code:
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E-mail this information to

Reto.Bachmann@oneidentity. lab Send

he software
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Defender Soft Token

Scan a QR code or enter an activation

code. The code is either provided by
Defender administrator or obtained from the
Self-Service Portal.

Enter activation code

Learn more about Defender
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New Token

[One Identity Lab
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Report scheduler

= Scheduled Reports
of Generated Reports

& Defender - Report scheduler | |

Defender Reports

) Defercer - Ruport shaduler % |

INE IDENTITY Defender Repo
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- & ][ st © Security tokens and their users

= Scheduled Reports
o2 Generated Reports
& ONEIDENTIT

Select a report, and then configure the repart settings.
Select a report:
Audit trail -

Provides an audit trail for the Defender Security Server you select.

Report settings
Select a report type:

Audit report

Defender Security Server:
ZRHLABONEDL v

Reporting period:
Today

O Select date and time formats

Schedule report

& Scheduled Reports [reepm—

Genarated Reports
] " Recurrence:
st e

Ganerata this ropart:

B saveAs ~ B Print
Seleeted Token Type: i token types
Reporting type: scsigned tohens

Total recards:

Iomncn Ime Senle e Poocos Nams

POANDOOOOO00X2  Soft Token for  00GOROD0GZ et Bachmanes - Zurich
Andecia (BACHIRR B onessenty st)

Taken Assainment
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o1:00 am
® Every day.

© Every wockday
O Every specified number of days
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Flughafen

rbachman

CORP\rbachman
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Enter Synchronous Response:

BN
Anmelden an: CORP

Wie melden Sie sich an einer anderen

R Reto Bachmann -...
Domdne an? CORP o
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Enter Synchronous Response:

Abbrechen Anmelden

= SSH

= Gnhome
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